Application for Temporary Classification

Submission. Government entities can submit this application by mail or email to:

Commissioner of Administration

¢/o information Policy Analysis Division (IPAD)
201 Administration Building

50 Sherburne Avenue

St. Paul, MN 55155

info.ipad@state.mn.us

Not public data. Once the Commissioner receives your application, the data are no longer public.
Public data. The application itself is public.

Commissioner’s decision. The Commissioner has 45 calendar days to decide whether to grant the
temporary classification. The Commissioner has 90 calendar days to make a decision if you request that
the temporary classification apply to both your government entity and similar government entities, or
the Commissioner decides the classification has statewide implications.
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NAME AND TITLE OF RESPONSIBLE AUTHORITY
April Todd-Maimlov, Executive Director

Minnesota Statutes, section 13.06, subdivision 1, requires a government entity’s responsible authority to authorize
submission of the application.

REQUESTING GOVERNMENT ENTITY'S NAME AND ADDRESS

MNsure

81 Seventh Street East, Suite 300
St. Paul, MN 55101-2211

ADDITIONAL CONTACT INFORMATION
If entity staff or legal counsel helps prepare the application, please include that person’s contact information.

Krista Fink, Privacy and Security Manager
(651) 539-1322
krista.fink@state.mn.us

NAME:

PHONE NUMBER:

EMAIL ADDRESS:

TYPE OF APPLICATION
@ New Application

O Amended Application

REQUESTED CLASSIFICATION
@ Private or nonpublic

O Confidential or protected nonpublic

CLASSIFICATION WiLL APPLY T0 (check one)
@ Only the requesting government entity
O All similar government entities

If applying on behalf of similar entities, identify oll entities. You must provide documentation that the other entities
agree to participate in the application and to be bound by the classification.
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DESCRIBE DATA TO BE CLASSIFIED AS NOT PUBLIC

Describe the data you would like to be classified as not public. Be as specific as possible. Listing each
data element is not necessarily required, but try to avoid general descriptions, such as “all files” or “all
records maintained by this entity.” It may be helpful to submit data collection forms. You should also
identify data elements or types of data that are excluded from the temporary classification. If any of the
data will become public at some peint, describe the circumstances and/or timing,. (Please attach
description.)

CURRENT CLASSIFICATION

Is there a Minnesota statute or federal law that currently classifies these data as not public?
_@_ No

Q Yes (If you are able to cite a state statute or federal law, there is no need to submit this application.)

Is there a Minnesota statute or federal law that could be interpreted to forbid classification of these
data as not public?

@_ No
Oves

If yes, cite the statute or law and discuss your interpretation. (Please attach interpretation.)

DATA SHARING

Will you be legally required to share the data described in this application with persons outside of your
entity during the time of the temporary classification?

® o

___O__ Yes

If yes, describe the required sharing, including statutory authority. (Please attach description.)

JUSTIFICATION

You must clearly establish that a compelling need exists for immediate temporary classification of the

data as not public, which if not granted could adversely affect the public’s health, safety or welfare, or
the data subject’s well-being or reputation. If relevant, include any past instances where release of the
data had an adverse effect on the public or data subject. (Please attach compelling need justification.)
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In addition to the compelling need justification, you must describe one or more of the following.

1. Establish that data similar to that which the temporary classification is sought are currently classified
as not public. Include the Minnesota statute citation to the similar data’s current classification.
Discuss similarities in the data, in the functions of the entities which maintain similar data, and in
the programs/purposes for which the data are collected and used. (Please attach similar data
argument.)

2. Establish that making the data available to the public would render unworkable a program
authorized by law. Describe the program and cite the statute or federal law that authorizes it. If
relevant, include past instances where release of the data rendered a program unworkable. (Please
attach render a program unwarkable argument.)

| affirm that all of the above statements are true to the best of my knowledge.

I am aware that a temporary classification expires August 1* of the year following its submission to
the Legislature pursuant to Minnesota Statutes, section 13.06, subdivision 7, unless the Legislature
takes action on the classification.
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Where you choose health coverage

July 8, 2013

Commissioner Spencer Cronk
TPAD Division

Department of Administration
200 Administration Building
50 Sherburne Avenue

St. Paul MN 55155

Subject: Application for Temporary Data Classification — MNsure Marketing
Theme Information

Dear Commissioner Cronk:

By this letter, MNsure seeks a temporary classification pursuant to
Minnesota Statutes, section 13.06 for data maintained by MNsure that is not
otherwise classified by law.

As part of its legal obligation to conduct outreach and education activities
and to encourage participation in the State’s health insurance exchange under 45
C.F.R. § 155.205(e), MNsure has created and will continue to create marketing
strategies for the public release of MNsure information, typically through a contract
for services with an outside vendor. MNsure has a need for nonpublic classification
for certain elements of these marketing strategies as defined below. This specific
type of information will become public at the time of release, but prior to that time,
MNsure has an interest in protecting it in an effort to preserve economic value for
the public and prevent misinformation, exploitation of the public, and improper
alignment by non-affiliated groups. Because MNsure is a new entity and will
conduct significant marketing, branding and outreach activities in the near future, a
temporary data classification is necessary for application to marketing strategy
themes and unique concepts that will have phased releases throughout the next few
months and over the course of MNsure’s first years.

Description of the Data

MNsure seeks to protect as nonpublic data that is comprised of unique,
creative marketing themes for its public outreach campaigns, such as the tagline,
colors, characters, images, and related materials. This specifically does not include
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Where you choose health coverage

costs or contracts with vendors related to the creation of the marketing strategy,
advertising costs and sources, or the expense of any marketing materials purchased
for the campaign. The data to be classified as nonpublic would be defined as
proprietary marketing theme data that could cause economic harm to MNsure and
waste public funds if released.

One specific example of data sought to be protected is the marketing theme to
be used at the Minnesota State Fair. The theme and its associated colors, phrasing,
characters, and materials are contained within a concept document. The release of
the marketing theme data at the State Fair in August is timed in relation to the
opening of MNsure's first enrollment period and is intended to inform and engage
the public about MNsure's insurance options.

Analysis

Temporary nonpublic classification for MNsure’s proprietary marketing
theme data is appropriate and consistent with the requirements of Minnesota
Statutes, section 13.06, subdivision 3.

T, Classification as Nonpublic is Not Expressly Allowed or Forbidden by
Existing Statutes.

An application for temporary classification of government data shall include
and the applicant shall have the burden of clearly establishing that no statute
currently exists which either allows or forbids classification as not public. Minn.
Stat. § 13.06, subd. 3. In this case, proprietary marketing theme data is not
classified by statute.

This data would meet the definition of trade secret data if it were supplied by
an outside individual or organization, because it is subject to reasonable efforts to
maintain its secrecy and it derives independent economic value from not being
known or readily ascertainable by proper means. See Minn. Stat. § 13.37. However,
this data is created or supplied by MNsure itself, which appears to invalidate an
argument that it falls within the definition of trade secret data. In 1995, the
Information Policy Analysis Division (“IPAD”) issued an advisory opinion on the
classification of a municipal liquor store’s inventory and sales reports in relation to
its trade secret competitive value. IPAD Opinion 95-018. IPAD concluded that the
language in section 18.37 demonstrated “the Legislature's intent that a claim for
trade secret protection for certain data can be made only if the data were supplied to
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Where you choose health coverage

the government by an entity outside the government.”! Id. The question of whether
government may generally use trade secret classifications and the resulting
concerns about public accountability and transparency is also the subject of several
law review articles. David S. Levine, The People's Trade Secrets?; 18 Mich.
Telecomm. & Tech. L. Rev. 61,63 (2011); David S. Levine, Secrecy and
Unaccountability: Trade Secrets in Our Public Infrastructure, 59 Fla. L. Rev. 135
(2007); Eric E. Johnson, Trade Secret Subject Matter, 33 Hamline L. Rev. 545, 574
(2010). Thus, it appears that this data cannot be defined by statute as nonpublic
trade secret data.

Likewise, the data would be classified as protected nonpublic if it met the
definition of security data in Minnesota Statutes, section 13.37, which is government
data that would be likely to substantially jeopardize the security of information,
possessions, individuals or property against theft, tampering, improper use,
attempted escape, illegal disclosure, trespass, or physical injury if disclosed. While
MNsure'’s concerns about releasing the data are related to the prevention of
improper use, fraud, and protecting individuals from misinformation, the themes
and concepts will ultimately become public and do not appear to pose substantial
jeopardy to individuals, possessions, or property as contemplated in the security
data classification.

Accordingly, the data is not otherwise classified as nonpublic and is not
explicitly classified as public but for the presumption in Minnesota Statutes, section
13.03, subdivision 1. While the data bears very similar characteristics to data that
is classified as nonpublic, it falls shy of these narrow classifications. Classification as
nonpublic is not expressly allowed or forbidden under existing statutes.

I Nonpublic Classification is Appropriate.

The applicant for temporary classification must also establish that data
similar to that for which the temporary classification is sought have been classified
as not public by other government entities, or that public access to the data would
render unworkable a program authorized by law.

1 The validity of this position is limited in cases where a government entity develops
formulas, processes, and products for which it may receive trademarks, patents, and
copyrights. See Minn. Stat. § 13.03, subd 5 (enforcement of patents for computer
software program).
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Where vou choose heaith coverage

A similar classification could be drawn from the University of Minnesota’s
statutory data classifications. “Financial, business, or proprietary data" is protected
if it could cause competitive harm to the university or its investments if released.
Minn. Stat. § 18.3215, subd. 1(c). MNsure has an economic interest in the value of
the unique marketing strategy and the build-up to the public reveal. Additionally,
there is a corresponding loss in economic value if the information was known
publicly in advance of the reveal, because insurance carriers or other groups would
derive economic benefit from aligning themselves with MNsure or copying the
MNsure marketing theme.

In another example, government entities participating in competitive
solicitations may classify data as private or nonpublic until completion of the
selection or evaluation process. Minn. Stat. § 13.591, subd. 5. A competitor or party
seeking alignment or association with MNsure would need only to make a data
request for this information, and it would invalidate any economic interest held by
MNsure in its strategic planning and marketing work done in preparation for
phased public campaign themes.

Here, the untimely release of the marketing theme would certainly render
unworkable the MNsure program and its role in carrying out the authority of the
Patient Protection and Affordable Care Act (“Affordable Care Act”) and the MNsure
Act, to be codified at Minnesota Statutes, section 62V.01, et seq. For example, the
timed release of the MNsure marketing theme contained in the State Fair Concept
document begins on August19, 2013, at the onset of the Fair. At that time, the
contents are inherently released to the public. Until that time, the marketing
concept has great economic value to MNsure and the State and is an important part
of informing the public about the Affordable Care Act, MNsure, and the affiliated
resources available to MNsure participants.

III.  The State Has a Compelling Need for Nonpublic Classification.

Finally, the applicant for a temporary classification must establish that a
compelling need exists for immediate temporary classification, which if not granted
could adversely affect the health, safety, or welfare of the public, or the data
subject's well-being or reputation.

MNsure is required to carry out its functions as the state-based health
insurance marketplace for Minnesota, and marketing and outreach are vital
components in the effort to effectively carry out its functions. MNsure is a new
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Where you choose heaith coverage

entity, and the brand is not widely known among the public. There is widespread
misinformation regarding the Affordable Care Act, MNsure, and health insurance
exchanges being disseminated at this time and continuing into the next four months
until enrollment begins. Furthermore, MNsure has particular concerns that entities
may seek to unlawfully charge consumers for information or enrollment that is
provided at no cost through the exchange. MNsure seeks to classify key portions of
its phased marketing theme as nonpublic in an effort to prevent improper alignment
with MNsure by unaffiliated groups, waste of public funds and resources, and the
spread of misinformation to the public. In its exhibit at the State Fair for example,
MNsure aims to identify itself as the official state health insurance exchange under
the Affordable Care Act, distinguish itself from health insurance carriers and
political groups, and communicate directly with Minnesotans in a unique, relatable,
and beneficial way.

Conclusion

For the above stated reasons, MNsure respectfully requests that its
marketing theme data be classified as nonpublic until the time of its release.

Sincerely,

e
Krista Fink
Privacy and Security Manager

MNsure

CC:  April Todd-Malmlov, MNsure Executive Director
Michael Turpin, MNsure General Counsel
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July 22, 2013

Commissioner Spencer Cronk
IPAD Division

Department of Administration
200 Administration Building
50 Sherburne Avenue

St. Paul MN 55155

Subject: Supplement to Application for Temporary Data Classification — MNsure
Marketing Theme Information

Dear Commissioner Cronk:

This letter is a supplement to the Application for Temporary Data
Classification submitted by MNsure on July 8, 2013. MNsure seeks temporary
classification of marketing theme data as nonpublic to prevent waste of public funds
and resources and misrepresentations related to the public release of the MNsure
campaign.

With this supplement, MNsure seeks to amend its definition of marketing
theme data to be defined as, “unique, creative and proprietary marketing themes for
its public outreach campaigns such as tagline, colors, characters, and images that
would cause economic harm to MNsure and waste public funds if released. This
specifically does not include costs or contracts with vendors related to the creation of
the marketing strategy, advertising expenses and sources, or the expense of any
marketing materials purchased for the campaign.” I have attached the redacted
State [Fair Concept document that serves as an example of data made available to
the public and marketing theme data that deemed nonpublic.

No current data classification exists for this data. Nonpublic classification
may apply to certain types of copyrighted material created by a government entity.
Minn. Stat. § 13.03, subd. 5 (applying nonpublic classification to government
copyrights exclusively for computer software). As a threshold matter, the MNsure
marketing theme data would likely not be considered a “computer software program
or components of a program,” But even if this data could be considered computer
software, MNsure has not sought copyright protection for its marketing theme
information. Additionally, even if copyright protections applied to government data
prior to the time of filing for a copyright, the classification only protects data from
being copied or disseminated outside of the controlled and authorized use. An
individual or group could inspect the copyrighted material at any time. Op. Atty.
Gen. 852 (December 4, 1995). In the case of MNsure marketing theme data, viewing |
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the data prior to the time of its release would have the same harmful impact upon
public resources as dissemination or transfer.

Furthermore, MNsure’s request for nonpublic classification finds support in
similarly-classified data. In addition to the citations to proprietary business data for
the University of Minnesota and competitive bid data among government entities
noted in MNsure’s July 8 application, several other nonpublic classifications exist for
business data. Data collected, received, created or maintained by agencies
marketing and promoting city tourism on behalf of the City of St. Paul in the course
of responding to bids and proposals is nonpublic until a specified time. Minn. Stat. §
13.55, subd. 4. Legislative budget proposals are protected nonpublic information
until after the budget is presented to the Legislature by the agency. Minn. Stat. §
13.605, subd. 1(b). The Data Practices Act recognizes the entity’s need to protect
information that has a direct impact on its ability to do business, while the public’s
interest in transparency and access to government data is served by the existence of
a certain expiration date to the nonpublic classification.

Thus, for data classified as nonpublic marketing theme data, MNsure will
specifically identify the nonpublic classification with an accompanying expiration
date, at which time the information would become publicly available. For the State
Fair Concept document, the nonpublic marketing theme classification expires on
August 22, 2013.

The classification sought by MNsure for marketing theme data is not a novel
or trivial request, as it finds support in law in other government classification for
similar types of data, and the impact upon public resources would be direct and
immediate as government and non-government entities carry out marketing and
education campaigns related to MNsure and the Affordable Care Act. MNsure
respectfully requests that its marketing theme data be classified as nonpublic for the

period specified.
Sincerely,

\&\' ‘/:]74_ r—
Krista Fink

Privacy and Security Manager
MNsure

Enclosures

CC:  April Todd-Malmlov, MNsure Executive Director
Michael Turpin, MNsure General Counsel
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